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What is it about?

• IDEA4RC is a funded Horizon Europe project led by 
Fondazione IRCCS Istituto Nazionale dei Tumori
(Milan, Italy)

• The project will stretch over the course of four years 
(September 2022 - September 2026)

• Its objective is

building an intelligent ecosystem to improve the 
governance, the sharing, and the re-use of health 
data for rare cancers



Why do we need such an ecosystem?

• Every year in Europe 650’000 people receive a 
rare cancer diagnosis. Taken together they 
represent nearly 25% of all cancer diagnoses in 
the continent. 

• Analysing large and diverse datasets collected 
by different clinical centers and countries would 
greatly advance the knowledge on rare cancers.

• Current hurdles include:

– lack of interoperability

– compliance with EU data protection requirements
when sharing health data.



The principles

• IDEA4RC plans to develop a new IT 

infrastructure that implements data protection 

and privacy by design and by default required 

by EU regulations and complies with the FAIR 

principles of scientific data management 

(Findability, Accessibility, Interoperability, and 

Reusability).

• The ecosystem will be tested on pilot projects 

involving 11 centers of excellence of the 

EURACAN network (EUropean reference 

network for Rare Adult solid CANcers) partners 

of the project.



The ecosystem

Secure processing environment



Federated approach

Centralized 

approach

Performing an analysis across multiple 

decentralized data sources, without exchanging 

their data.

Federated learning

=

data

=

aggregated results



Federated average

“What is the 

average age?”

“Send me the 

total sum and 

count from 

both A and B”
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“Calculating the 

total average.”

𝜇 = 46.4

Researcher



Synthesis

• Federated approach

• Secure processing environment

• Privacy by design and by defaut

• Data governance layer

• Common data model
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